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Abstract

Steganography is the art and science of communicating in a way which
hides the existence of the communication. Important information is firstly
hidden in a host data, such as digital image, text, video or audio, etc, and
then transmitted secretly to the receiver.In this work the authors propose
a new image based steganographic method for hiding information within
the spatial domain of the gray scale image. The proposed method is based
on pixel mapping method(PMM) for image data and bit-plane complexity
segmentation (BPCS) steganography.The proposed approach works by select-
ing the embedding bit planes using some mathematical function and then
applies the pixel mapping method (PMM) in a 8x8 blocks of the each selected
plane. The integrated approach of PMM and BPCS produces a robust image
based steganography method which is independent of the nature of the data
to be hidden and produces a stego image with minimum degradation.The
experimental results shows this method is sperior to other existing methods
in terms of robustness and embedding capacity tradeoffs.
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1. Introduction

To protect secret message from being stolen during trans-
mission, there are two ways to solve this problem in general.
One way is encryption, which refers to the process of en-
coding secret information in such a way that only the right
person with a right key can decode and recover the original
information successfully. Another way is steganography and
this is a technique which hides secret information into a cover
media or carrier so that it becomes unnoticed and less attrac-
tive.Capacity and invisibility are the benchmarks needed for
data hiding techniques of steganography.A famous illustration
of steganography is Simmons’ Prisoners’ Problem [19].
An assumption can be made based on this model is that
if both the sender and receiver share some common secret
information then the corresponding steganography protocol is
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known as then the secret key steganography where as pure
steganography means that there is none prior information
shared by sender and receiver. If the public key of the receiver
is known to the sender, the steganographic protocol is called
public key steganography [1], [2] and [9].For a more thorough
knowledge of steganography methodology the reader may
see [17], [21].Some Steganographic model with high security
features has been presented in [3], [4] and [5].Almost all
digital file formats can be used for steganography, but the
image and audio files are more suitable because of their high
degree of redundancy [21]. Fig. 1 below shows the different
categories of steganography techniques.

Fig. 1. Types of Steganography

A block diagram of a generic image steganographic system
is given in Fig. 2.
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Fig. 2. Generic form of Image Steganography

A message is embedded in a digital image (cover image)
through an embedding algorithm, with the help of a secret key.
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The resulting stego image is transmitted over a channel to the
receiver where it is processed by the extraction algorithm using
the same key. During transmission the stego image, it can be
monitored by unauthenticated viewers who will only notice
the transmission of an image without discovering the existence
of the hidden message. In this work a specific image based
steganographic method for gray level image has proposed. In
this method instead of embedding the secret message into the
cover image a mapping technique has been incorporated to
generate the stego image. This method is capable of extracting
the secret message without the presence of the cover image.

This paper has been organized as following sections: Sec-
tion II describes some related works, Section III deals with
proposed method. Algorithms are discussed in Section IV
and Experimental results are shown in Section V. Section VI
contains the analysis of the results and Section VII draws the
conclusion.

2. Related Works
2.1. Data Hiding by LSB

Various techniques about data hiding have been proposed
in literatures. One of the common techniques is based on
manipulating the least-significant-bit (LSB) [7], [8] and [15],
[18]planes by directly replacing the LSBs of the cover-image
with the message bits. LSB methods typically achieve high
capacity but unfortunately LSB insertion is vulnerable to slight
image manipulation such as cropping and compression.

2.2. Data Hiding by PVD

The pixel-value differencing (PVD) method proposed by
Wu and Tsai [22] can successfully provide both high embed-
ding capacity and outstanding imperceptibility for the stego-
image. The pixel-value differencing (PVD) method segments
the cover image into non overlapping blocks containing two
connecting pixels and modifies the pixel difference in each
block (pair) for data embedding. A larger difference in the
original pixel values allows a greater modification. In the
extraction phase, the original range table is necessary. It is
used to partition the stego-image by the same method as used
to the cover image. Based on PVD method, various approaches
have also been proposed. Among them Chang et al. [14].
proposes a new method using tri-way pixel-value differencing
which is better than original PVD method with respect to the
embedding capacity and PSNR.

2.3. Data Hiding by GLM

In 2004, Potdar et al.[10] proposes GLM (Gray level mod-
ification) technique which is used to map data by modifying
the gray level of the image pixels. Gray level modification
Steganography is a technique to map data (not embed or hide
it) by modifying the gray level values of the image pixels.

GLM technique uses the concept of odd and even numbers
to map data within an image. It is a one-to-one mapping
between the binary data and the selected pixels in an image.
From a given image a set of pixels are selected based on a
mathematical function. The gray level values of those pixels
are examined and compared with the bit stream that is to be
mapped in the image.
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Fig. 3. Data Embedding Process in GLM
) ENEE 5 R S EE 7 RS

| AN

| N ! KN ! KN !

Fig. 4. Data Extraction Process in GLM

3. BPCS Steganography

BPCS (Bit-Plane Complexity Segmentation) steganography
was introduced by Eiji Kawaguchi and Richard O. Eason [11]
,to overcome the short comings of traditional steganographic
techniques like Least Significant Bit (LSB) technique, Trans-
form domain embedding technique. The important aspect of
BPCS-Steganography compared to those methodology is that
the embedding capacity is very large.BPCS steganography
makes use of important characteristic that of human vision.
In BPCS, the vessel image is divided into informative region
and noise-like region and the secret data is hidden in noise
blocks of vessel image without degrading image quality [11],
[16]. In LSB technique, data is hidden in last four bits i.e. only
in the 4 LSB bits[13]. But in BPCS technique, data can also
be hidden in MSB planes along with the LSB planes provided
secret data is hidden in complex region [11].

3.1. Basic Principle of BPCS Steganography

In BPCS, a multi-valued image (P) consisting of n-bit pixels
can be decomposed into set of n binary pictures. Example:
P is an n-bit gray image say n=8. Therefore P = [P7 P6 P5
P4 P3 P2 P1 PO] where P7 is the MSB bit plane and PO
is the LSB bit plane. Each bit plane can be segmented into
informative and noise region. An informative region consists
of simple pattern while noise-like region consists of complex
pattern. In BPCS, each noise-looking region is replaced with
another noise-looking pattern without changing the overall
image quality. Thus, BPCS steganography makes use of this
nature of human vision system [16], [12].

4. Pixel Mapping Method(PMM)

Pixel Mapping Method [6], [20] is a method for infor-
mation hiding within the spatial domain of any gray scale
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Fig. 5. Bit Plane Slicing concept considering pixel having
value 131.

image.Embedding pixels are selected based on some mathe-
matical function which depends on the pixel intensity value
of the seed pixel and its 8 neighbors are selected in counter
clockwise direction. Before embedding a checking has been
done to find out whether the selected embedding pixels or
its neighbors lies at the boundary of the image or not. Data
embedding are done by mapping each two or four bits of the
secret message in each of the neighbor pixel based on some
features of that pixel. Figure 6 and Figure 7 shows the mapping
information for embedding two bits or four bits respectively.

PAIR OF MSG BIT

PIXEL INTENSITY
VALUE

NO OF OMES (BIN)

Fig. 6. PMM Mapping Technique for embedding of two
bits

Extraction process starts again by selecting the same pixels
required during embedding. At the receiver side other different
reverse operations has been carried out to get back the original
information.

5. Proposed Data Embedding Method

In this image based steganographic approach, the secret
message is embedded though pixel mapping method into the
highly complex bit planes or noisy bit planes of the cover im-
age. The proposed approach works by selecting the embedding
bit planes using some mathematical function and then applies
the pixel mapping method (PMM) in a 8x8 blocks of the each

MSG BIT SEQ 2 SET - 3vd SET - PIXEL NO OF
RESET BIT RESET BIT INTENSITY ONES(BIN)
VALUE

0000 EVEN EVEN EVEN EVEN
0001 EVEN EVEN EVEN QDD
0010 EVEN EVEN ooD EVEN
0011 EVEN EVEN ooD [s]s]s]
0100 EVEN oD EVEN EVEN
0101 EVEN oD EVEN QDD
0110 EVEN oDD ooD EVEN
0111 EVEN QDD QDD QDD
1000 oD EVEN EVEN EVEN
1001 oDD EVEN EVEN [a]s]s]
1010 oD EVEN oDD EVEN
1011 obD EVEN QDD QDD
1100 ooD ooD EVEN EVEN
1101 QDD QDD EVEN QDD
1110 oD oDD ooD EVEN
1111 oD obD QDD u]o]s]

Fig. 7. PMM Mapping Technique for embedding of four
bits

selected plane. The integrated approach of PMM and BPCS
produces a robust image based steganography method which is
independent of the nature of the data to be hidden and produces
a stego image with minimum degradation.The experimental
results shows this method is superior to other existing methods
in terms of robustness and similarity measures between cover
image and stego image.

6. Algorithms

In this section, algorithms for different processes used both
in the sender side and receiver side are described.

6.1. Data Embedding Method

e Slice Cover Image into 8-bit planes of
[b1,b2,b3,b4,b5,b6,b7,b8] where bl represents the
highest bit plane and b8 representing the lowest bit
plane.

o Compute the complexity (alpha) of each bit plane from
bl to b8.

o Compute the threshold complexity for the planes.

o Fetch the higher complexity planes(that is bit planes with
complexity greater than threshold complexity).

o Convert the entire secret text message into 8-bit binary
form and divide the entire binary message into a sequence
of 2-bit binary stream.

« Divide the a high complexity bit plane into 32X32 blocks
which again partitioned into 8X8 binary blocks. Thus
partitioning the entire image into 8X8 binary blocks.

o Each of the 2-bit binary bit stream is embedded into
each 1X8 binary image data blocks of higher complex
plane using 2-bit embedding method of Pixel Mapping
Method(PMM).

« Merge all the 8X8 changed and unchanged binary blocks
to get the modified bit plane.
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o Repeat steps 7 - 9 until all the secret message characters
have been embedded.

« Merge all the bit planes [bl,b2,b3,b4,b5,b6,b7,b8] to get
the stego-image.
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Fig. 8. Block Diagram of Sender Side System

6.2. Data Extraction Method

e Slice the stego image into 8-bit planes of
[b1,b2,b3,b4,b5,b6,b7,b8] where bl represents the
highest bit plane and b8 representing the lowest bit
plane.

o Find the embedded bit planes and divide them into 8X8
binary blocks.

o Access each 8X8 block and apply extraction method of
PMM(2 Bit) to get back the embedded bits.

« Arrange the bits obtained in proper order to get back the
secret message.
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for data embedding |
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Fig. 9. Block Diagram of Receiver Side System

e 4 Pixel Mapping

Decoding Data using
Method

6.3. Embedding Plane Selection Method

o Consider 4-connectivity of pixels and compute the black-
and- white border,defined as the sum of the color changes
along the rows and columns in the image.

o Border length can be computed as : say,a single white
pixel surrounded by 4 black pixels, i.e., having all its 4-
connected neighbors as black pixels, will have a border
length of 4 (2 color changes each along the rows and
columns).

« For a square binary image of size 2"V 2"V, the minimum
border length possible is 0, obtained for an all-white or
all-black image, and the maximum border length possible
is 2% 2N x (2N —1).

« Compute image complexity measure, a, is then defined as
the normalized value of the total length of the black and
white border in the image, i.e. ,0 <k < 242N « (2N -1)
here k is the actual length of the black and white border
in the image. It is evident that « lies in [0, 1].

o [ is the average complexity of all the 8 bit-planes.

o Select those bit planes whose complexities (o) are greater
than average complexity (5).

7. Experimental Results

In this section the authors present the experimental results
of the proposed method based on two benchmarks techniques
to evaluate the hiding performance. First one is the capacity of
hiding data and another one is the imperceptibility of the stego
image, also called the quality of stego image. The quality of
stego-image should be acceptable by human eyes. The authors
also present a comparative study of the proposed methods
with the existing methods like PVD,GLM and PMM(2 bit) by
computing embedding capacity, mean square error (MSE) and
peak signal-to noise ratio(PSNR).The authors also compute
the normalized cross correlation coefficient for computing the
similarity measure between the cover image and stego image.A
comparison of the embedding capacity has been illustrated in
figure 10.

bit)

Fig. 10. Comparision of embedding capacity( ** For PVD
method all the images used are of size 512x512.)
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Fig. 11. A) Bit Plane 1 of Lena before embedding B)
Bit Plane 1 of Lena after embedding C) Bit Plane 2 of
Lena before embedding D) Bit Plane 2 of Lena after
embedding.

Fig. 12. A) Cover Image B) Stego Image of Lena after
embedding 32678 character

7.1. Peak Signal to Noise Ratio (PSNR)

PSNR measures the quality of the image by comparing
the original image or cover image with the stego-image, i.e.
it measures the percentage of the stego data to the image
percentage.The PSNR is used to evaluate the quality of the
stego-image after embedding the secret message in the cover.
Assume a cover image C(i,j) that contains N by N pixels and
a stego image S(i,j) where S is generated by embedding /
mapping the message bit stream. Mean squared error (MSE)
of the stego image as follows:

N N
MSE = M;;[O(m ~ 5()P
The PSNR is computed using the following formulae:
PSNR = 10log,, 2552/ MSE db.
A comparative study of PSNR of various methods has been
illustrated in figure 13.

7.2. Similarity Measure

For comparing the similarity between cover image and
the stego image, the normalized cross correlation coefficient
(r) has been computed. In statistics, correlation indicates the

Image GLM | PVD | PMM(2bit) | PMMBPCS
Lena(128X128) | 306 | 386 | 5415 | 36.8707
Lena(256X256) | 338 | 35 5034 | 37.07%
Lena(512X512) | 352 | 338 | 49.02 | 369760
Pepper(126X128)] 394 | 39 5415 | 365712
Pepper(256X256)] 37.8 | 35 | 4836 | 37.8785
Pepper(512X512)| 346 | 327 | 4794 | 36.17%

Fig. 13. Comparision of PSNR

strength and direction of a linear relationship between two
random variables. The value of correlation is 1 in the case of
an increasing linear relationship, -1 in the case of a decreasing
linear relationship, and some value in between in all other
cases, indicating the degree of linear dependence between the
variables.

Cross correlation is a standard method of estimating the
degree to which two series are correlated. Consider two series
x(i) and y(i) where i=0,1,2,...,N-1. The cross correlation r at
delay d is defined as

2l — ma)(y(i — d) — my)]

V2@ (i) = ma)? /3 (y(i — d) — my)?
where mx and my are the means of the corresponding series.
Similarity measure of two images can be done with the

help of normalized cross correlation generated from the above
concept using the following formula:

r

22(Cid) =) (S(f) = m3)
VO -m)? Csi.gy—ms)?

Here C is the cover image, S is the stego image,m; is the
mean pixel value of the cover image and ms is the mean pixel
value of stego image. It has been seen that the correlation
coefficient computed here for all the images is almost one
which indicates the both the cover image and stego image are
of highly correlated i.e. both of these two images are same.

T =

8. Analysis of the Results

In this article the authors proposes an efficient image based
steganography approach for hiding information in a gray scale
image through the integrated approach of PMM(2 bit) with
BPCS. Comparison has been shown with some of the existing
methods like PVD, GLM and also with PMM(2bit).From
the experimental results in can be seen that although the
embedding capacity of the proposed method is less compared
to PVD and PMM(2bit) as all the bit planes of the cover
image is not suitable for embedding.With the computation
of cross-correlation coefficient for measuring the similarity
between the cover image and stego image, this method gives an
excellent result.Besides PSNR value of the proposed method
for various size of the image this better in most cases compared
to PVD and GLM technique.As the message bits are not
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Images

100 500 1000 2000 5000 10000 20000
Lena PSNR 76.263 69.460 6629 61.51 §9.3 53.82 45.034
512X512 2 54 0
MSE 00015 0.0078 0015 0.046 007 0269 2.04
3 6
Correlation 1.00 100 099 099 099 0998 0998
Lena PSNR 73.340 6455 6030 5193 452 NA NA
256X256 6 1 53
MSE 00080 0.28 0060 0416 193 NA NA
7 3 8
Correlation 1.00 1.00 09 099 089 NA NA
Lena PSNR 64.353 57.445 4958 3634 NA NA NA
128X128 2 K|
MSE 00239 0123 0715 1509 NA NA NA
8
Correlation 099 100 09 098 NA NA NA
Pepper PSNR 76.156 69.260 66.18 63.25 59.3 53.89 45.027
512X512 7 5 ki 2 21
MSE 0.0016 0.0077 0015 0.030 007 0265 2.043
7 8 60 0
Correlation 1.00 1.00 100 100 100 1.00 099
Pepper PSNR 70.318 63.355 6035 57.30 453 NA NA
256X256 3 40
MSE 0.006 0.03 0121 180 NA NA
059 0 12
Correlation 1.00 100 1.00 1.00 099 NA NA
Pepper PSNR 64.011 57.217 4947 3661 NA NA NA
128X128 1
MSE 0.0258 0.123 0737 1418 NA NA NA
0 7
Correlation  1.00 1.00 09 0989 NA NA NA

Fig. 14. Results of PMM(BPCS) at a glance

directly embedded/mapped at the pixels of the cover image
like PMM(2 bit) PMM(BPCS) method can be considered as
more robust technique compared to PMM(2 bit).

9. Conclusion

The work dealt with the techniques for steganography as
related to gray scale image. A new and efficient steganographic
method for embedding secret messages into images without
producing any major changes has been proposed. Although
in this method it has been shown that each two bit of the
secret message has been mapped in each 8x8 sub planes of
the cover image,but this method can be extended to map n
no of bits in the selected bit planes in order to increase the
embedding capacity.This method also capable of extracting the
secret message without the cover image.
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